CLASS SCHEDULE - SECUEYES.IN

SecuEyes

DAY-WISE CLASS PLAN

Class schedule, clay by day.

All 74 live classes in the order they are taught: the phase, module, week, month and
topic for every day.

~4

Months (about 15 weeks)

74

Days of live classes

74 5

Hours in total Classes a week

CLASS DURATION CLASS DAYS WEEKLY HOLIDAYS LANGUAGE
1 hour a day Monday to Friday Saturday and Telugu
Sunday
PHASES AT A GLANCE
PHASE MODULE DAYS HOURS WEEKS MONTHS
Phase Networking Fundamentals Days 1-3 3 Week 1 Month 1
Phase Kali Linux & Lab Setup Days 4-5 2 Week 1 Month 1
Phase Ethical Hacking Days 6-19 14  Weeks 2-4 Month 1
Phase Web Application Penetration Testing Days 20-38 19 Weeks 4-8 Months 1-2
Phase Secure Code Review Days 39-55 177  Weeks 811  Months 2-3
Phase Android Application Days 56-71 16 Weeks 12-15 Months 3-4
Penetration Testing
Phase Cybersecurity Auditing Days 72-74 3 Week 15 Month 4
Total 74 days 74 15 weeks ~4 months

Months are shown in 4-week blocks.

(® Recorded

Plus SOC Analyst, a pre-recorded course

59 lessons in 5 modules. Watch any time at your own pace, alongside the live classes
or after them, with a certificate when you finish. Its modules are listed after the

daily plan.
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DAY BY DAY

Every class, in order.

DAY TOPIC WEEK MONTH HOURS

Networking Fundamentals

Days 1-3 - 3 hours - Week 1 - Month 1

Day 01 Networking Fundamentals Week 1 Month 1 1 hour
Day 02 OSI Model, TCP/IP and Network Protocols Week 1 Month1 1 hour
Day 03 IP Addressing, Subnetting, DNS and Ports Week 1 Month 1 1 hour

Kali Linux & Lab Setup

Days 4-5 - 2 hours - Week 1 - Month 1

Day 04 Ethical Hacking Lab Setup Week1 Month1 1hour

Day 05 Kali Linux Fundamentals Week 1 Month 1 1 hour

Ethical Hacking

Days 6-19 - 14 hours - Weeks 2-4 - Month 1

Day 06 Information Gathering Week 2  Month1 1hour
Day 07 Nmap Scanning Week 2 Month1 1hour
Day 08 Netcat Week 2 Month1 1hour
Day 09 Metasploit Framework Week 2 Month1 1hour
Day 10 Web Server Hacking Week 2  Month1 1hour
Day 11 System Hacking Week 3  Month1 1hour
Day 12 Mobile Hacking Fundamentals Week 3  Month1 1hour
Day 13 Malware Analysis Fundamentals Week 3 Month1 1hour
Day 14 Network Sniffing Week 3 Month1 1hour
Day 15 DoS/DDoS Concepts and Defense Week 3 Month1 1hour
Day 16 Wi-Fi Security and Hacking Week 4 Month1 1hour
Day 17 Social Engineering and Defense Week 4 Month1 1hour
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DAY TOPIC WEEK MONTH HOURS
Day 18 Password Cracking and Password Security Week 4 Month1 1hour
Day 19 Cryptography Fundamentals Week 4 Month1 1hour
Web Application Penetration Testing
Days 20-38 - 19 hours - Weeks 4-8 - Months 1-2
Day 20 Introduction to Web Application Penetration Testing Week 4 Month1 1hour
Day 21 OWASP Top 10 Week 5 Month 2 1hour
Day 22 Burp Suite Week 5 Month 2 1hour
Day 23 Cross-Site Scripting (XSS) Week 5 Month 2 1hour
Day 24 SQL Injection — Fundamentals Week 5 Month 2 1hour
Day 25 SQL Injection — Advanced Testing Week 5 Month 2 1hour
Day 26 Cryptographic Failures Week 6 Month 2 1hour
Day 27 Broken Authentication and Session Management Week 6 Month 2 1hour
Day 28 Cross-Site Request Forgery (CSRF) Week 6 Month 2 1hour
Day 29 Server-Side Request Forgery (SSRF) Week 6 Month 2 1hour
Day 30 Shell and Command Execution Week 6 Month 2 1hour
Day 31 OS Command Injection — Advanced Testing and Prevention Week 7 Month 2 1hour
Day 32 File Inclusion (LFI/RFI) Week 7 Month 2 1hour
Day 33 File Inclusion — Advanced Testing and Prevention Week 7 Month 2 1hour
Day 34 XML External Entity (XXE) Week 7 Month 2 1hour
Day 35 Security Misconfiguration Week 7 Month 2 1hour
Day 36 Broken Access Control Week 8 Month 2 1hour
Day 37 Path Traversal and File Upload Vulnerabilities Week 8 Month 2 1hour
Day 38 Additional Vulnerabilities Week 8 Month 2 1hour
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DAY TOPIC WEEK MONTH HOURS
Secure Code Review
Days 39-55 - 17 hours - Weeks 8-11 - Months 2-3
Day 39 Fundamentals of Software Security Week 8 Month 2 1hour
Day 40 Secure Code Testing for Input Validation Week 8 Month 2 1hour
Day 41 Secure Code Testing for Authentication Week 9 Month 3  1hour
Day 42 Secure Code Testing for Authorization Week 9 Month 3 1hour
Day 43 Secure Code Testing for Cryptography Week 9 Month 3 1hour
Day 44 Secure Code Testing for Error Handling Week 9 Month 3 1hour
Day 45 Secure Code Testing for Session Management Week 9 Month 3 1hour
Day 46 CSRF (Cross-Site Request Forgery) Week 10 Month 3 1hour
Day 47 Cookie Hijacking Week 10 Month 3 1 hour
Day 48 IDOR (Insecure Direct Object Reference) Week 10 Month 3 1 hour
Day 49 LFI, RFI, Directory Traversal and Path Traversal Week 10 Month 3 1hour
Day 50 Open Redirection Week 10 Month 3 1Thour
Day 51 SQL Injection Week 11 Month 3 1hour
Day 52 SSRF (Server-Side Request Forgery) Week 11  Month 3 1 hour
Day 53 Secure Password Storage and Password Security Week 11 Month 3 1hour
Day 54 Session Hijacking Week 11 Month 3 1hour
Day 55 XSS (Cross-Site Scripting) Week 11 Month 3 1hour
Android Application Penetration Testing
Days 56-71 - 16 hours - Weeks 12-15 - Months 3-4
Day 56 Introduction to Android VAPT Week 12 Month 3 1hour
Day 57 Android VAPT Lab Setup Week 12 Month 3 1 hour
Day 58 OWASP Mobile Top 10 (2024) Week 12 Month 3 1 hour
Day 59 Android Static Analysis Week 12 Month 3 1hour
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DAY TOPIC WEEK MONTH HOURS
Day 60 Android Dynamic Analysis Using ADB Week 12 Month 3 1 hour
Day 61 Hardcoded Credentials and Hardcoded API Keys Week 13 Month 4 1hour
Day 62 SQL Injection Login Bypass and Plaintext Password Storage Week 13 Month 4 1hour
Day 63 Insecure Deep Links Week 13 Month 4 1 hour
Day 64 Sensitive Data in Logcat Week 13  Month 4 1 hour
Day 65 Insecure WebView SSL Bypass Week 13 Month 4 1 hour
Day 66 World-Readable External Storage Week 14 Month 4 1 hour
Day 67 Unprotected Certificate Export Week 14 Month 4 1hour
Day 68 Unauthenticated Debug Mode Week 14 Month 4 1 hour
Day 69 Bypassing SSL Pinning with Frida and Objection Week 14 Month 4 1 hour
Day 70 Debuggable Build and Unencrypted Database Week 14 Month 4 1 hour
Day 71 Vulnerability Validation, Remediation, Retesting and Android Week 15 Month 4 1 hour

VAPT Report Writing
Cybersecurity Auditing
Days 72-74 - 3 hours - Week 15 - Month 4
Day 72 Audit Framework, Navigation and Compliance Assessment Week 15 Month 4 1 hour
Day 73 Evidence Management, Risk Management and Week 15 Month 4 1 hour
Framework Tracking
Day 74 Reports, Exports, Security and Full Audit Workflow Week 15 Month 4 1hour
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RECORDED COURSE - 08

SOC Analyst, at your own pace.

Pre-recorded lessons with theory and hands-on practice. No fixed class days: start
any time and watch whenever it suits you. Certificate on completion.

MODULE COVERS LESSONS

01 SOC Fundamentals 7
Theory

02 Log Analysis & Investigation 18

Splunk fundamentals (theory) - Splunk hands-on (practical)

03 Email Phishing Analysis 12
Theory - Practical

04 Digital Forensics 14
Theory - Practical

05 Incident Response 8
Theory - Practical

Total 59 lessons

Ready to take the first step?

Free live demo: Saturday 6:00 — 7:00 PM - Sunday 11:00 AM - 12:00 PM -
Sunday 7:00 — 8:00 PM (IST).

© +9181250 59380 - Call or WhatsApp

8 contact@secueyes.in
Scan to visit

@ secueyes.in
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SecuEyes

YOUR INSTRUCTOR

Taught by a hacker who investigates cybercrime.

Anisetti Chaitanya Eshwar Prasad

Founder & Lead Instructor, Secueyes

SECURITY RESEARCH HACKED & REPORTED

Google  You([H

Google YouTube

@®Rakuten

Rakuten

UNREAL

ENGINE

Unreal Engine

INVITED AS GUEST SPEAKER -

(oeemepToBe UNIVERSITY)
KL University

@ ACE

':, ,:' Engineering College

NE=S27  An Autonomous Institution

ACE Engineering College

EC-COUNCIL CERTIFICATIONS

Eccoas1826397

. ~~
CIEH certified Ethical Hacker

Anisetti Chaitanya Eshwar Prasad
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Every class is taught by Chaitanya Eshwar Prasad.
He doesn't teach from slides: he teaches what he
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cybersecurity
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Forensic Investigator
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Anisetti Chaitanya Eshwar Prasad
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does every week, investigating real cybercrime
cases and finding real vulnerabilities.

He started exploring technology in 7th class and was hunting
security bugs by 10th. Today he supports cybercrime
investigations as a forensic investigator, holds national
records for his work, and has taught thousands of students
on campus and through his Telugu YouTube channel.
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guest speaker
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